
S M A R T  C O N T R A C T S  I N  
T H E  C R E AT I V E  I N D U S T R I E S

D R  A N D R E S  G U A D A M U Z ,  U N I V E R S I T Y  O F  S U S S E X



L E T ’ S  G E T  O N E  T H I N G  O U T  O F  T H E  
W AY  F I R S T…



W H AT  I S  A  S M A R T  
C O N T R A C T ?  

• Part of a larger topic dealing with 
autonomous agents and AI and 
the Law.   

• Excellent scholarship on 
translating legal norms to 
machine-readable expressions.  

• Traditional concept is just a self-
executing contract written in code.  

• Latest iteration includes the use of 
cryptographic tools, particularly 
the blockchain. 



B L O C K C H A I N



M I N D  T H E  H Y P E



W H AT  I S  A  
B L O C K C H A I N ?

• A blockchain is quite simply 
an open, permissionless, 
cryptographic, decentralised 
ledger.  

• The ledger is public and 
decentralised, and since 
anyone can check past, 
present and proposed 
transactions, there is 
increased reliability in the 
system.



I M M U TA B L E  A N D  
TA M P E R - F R E E

• A hash function: a mathematical operation 
that can produce a unique output 
depending on the input.  

• Take some text, turn it into numbers, and 
then apply a formula (the hash function) that 
will produce a unique number (the hash 
value). 

• Changing the original text, then the 
resulting number would not match the hash 
value.   

• Blockchains consist of blocks of transactions 
that are chained together by appending the 
hash of the previous transaction, making it 
impossible to change, and therefore makes 
them tamper-free.



P R O O F  O F  C O N C E P T





C H A R A C T E R I S T I C S

• Proof of Work. Reward for running the program to verify transactions. 

• Proof of Stake: Chooses the allocation of the next block between 
those with a stake in the system without the need for large 
expenditure of resources. 

• Authentication. This is the main function of a blockchain, the 
implementation must be designed to validate transactions securely 
and unequivocally.  

• Decentralization. The blockchain must be decentralized, so copies of 
the entire ledger cannot be held centrally. This presents a few 
technical problems, such as the increasingly unmanageable size of the 
blockchain as more transactions accumulate.





B L O C K C H A I N  
P O T E N T I A L

• Verify banking transactions.  

• Verify bets.  

• Verify music uses to give 
royalties to artists real time.  

• Identify a work owner.  

• Verify contracts.  

• Verify provenance.



B L O C K C H A I N  
L A W S

• Several US states have amended 
their legislation to allow smart 
contracts, or have implemented sui 
generis laws.  

• Arizona, Delaware, Illinois, Nevada, 
Tennessee, Vermont, and 
Wyoming. 

• Usually they define blokchain and 
smart contracts in one way or 
another.  

• Pretty poor definitions, not 
technology neutral. 



A R I Z O N A  L A W  
2 0 1 7  ( H B 2 4 1 7 )

• “Blockchain technology" means 
distributed ledger technology 
that uses a distributed, 
decentralized, shared and 
replicated ledger, which may be 
public or private, permissioned 
or permissionless, or driven by 
tokenized crypto economics or 
tokenless.  The data on the 
ledger is protected with 
cryptography, is immutable and 
auditable and provides an 
uncensored truth.



H O W E V E R …



A N D  G O O D  T H I N G S
H T T P S : / / M E D I U M . C O M / M O B G E N / P L A N T S - L E A R N - T O - S P E A K - B E C A U S E - M O N E Y- TA L K S - 2 9 1 D B 4 B 1 1 6 D F  

https://medium.com/mobgen/plants-learn-to-speak-because-money-talks-291db4b116df


H O W E V E R …

• Clunky, heavy, expensive, 
environmentally unfriendly. 

• Do not scale well, particularly PoW 
blockchains.  

• Lots of projects that start out as 
blockchain have been abandoned, 
or became non-blockchain.  

• Immutable nature presents several 
problems.  

• Whoever writes the blockchain 
writes history forever. 



S M A R T  C O N T R A C T S



W H AT  I S  A  S M A R T  
C O N T R A C T ?

• There was a time before 
the blockchain! 

• Traditionally smart 
contracts meant any code 
implementation of a 
contract where the parties 
were automated.  

• It’s been in use in B2B 
contracts for decades. 



“ S T R O N G ”  S M A R T  
C O N T R A C T S

• Implemented in code using a 
common language (eg 
Solidity).  

• Pegged to a cryptocurrency 
for automated payments and 
transactions.  

• Transaction and contract get 
written into the blockchain.  

• Immutable code, openly 
verifiable transactions. 





A R I Z O N A  L A W  
2 0 1 7  ( H B 2 4 1 7 )

• "Smart contract" means an 
event-driven program, with 
state, that runs on a 
distributed, decentralized, 
shared and replicated 
ledger and that can take 
custody over and instruct 
transfer of assets on that 
ledger.



T Y P E S  O F  S M A R T  
C O N T R A C T S

• Machine-to-machine transactions 

• Cryptocurrencies 

• Crowdfunding (ICO) 

• Governance (DAO) 

• Decentralised apps (ÐApps) 

• Rights management 

• Registries 

• Dispute resolution 



U S E F U L  
C O N C E P T S

• Contract Source Code 

• Wallet: Where your coins are 
stored. 

• Token: represents any fungible 
tradable good: coins, loyalty 
points, gold certificates, IOUs, 
in-game items, etc. 

• Keys: Used to digitally sign the 
contract, usually pegged to 
your token, need the key to 
access your coins. 



I T ’ S  A L L  C O D E



I T ’ S  A L L  C O D E



I N S U R A N C E



I N T E R N E T  O F  T H I N G S



C A N  A  B L O C K C H A I N  
B E  U S E D  T O  C O N D U C T  
A  C O N T R A C T ?

• Yes, if the parties can express 
properly offer and acceptance 
(and consideration), and other 
formalities according to 
national law.  

• Art 9 E-commerce Directive 
2000/31/EC:  “Member States 
shall ensure that their legal 
system allows contracts to be 
concluded by electronic 
means.”



U S E  C A S E S

• “Let’s say that we want to organize 
a small conference. We need 100 
people to sign up and pay/deposit 
money, so we can rent a hotel and 
such. But if not enough people 
sign up by a certain date, then the 
deposits need to be refunded. 
With Ethereum, we can write in a 
JavaScript-like language to code 
up this contract. It’ll guarantee 
that everyone will get a ticket to 
the conference, or everyone will 
get their money refunded, 
depending on how many sign up.”



F O R M A L I T I E S

• Yes, if the parties can express 
properly offer and acceptance (and 
consideration), and other 
formalities according to national 
law.  

• Art 9 E-commerce Directive 
2000/31/EC:  “Member States shall 
ensure that their legal system 
allows contracts to be concluded 
by electronic means.” 

• US blockchain legislation allows 
contract formation using smart 
contracts. 



H O W E V E R …

• Not all “smart contracts” are 
contracts.  

• Smart contracts can be 
anonymous, so legitimacy 
and capacity could be an 
issue.  

• Electronic Identification and 
Trust Services Regulation: 
advanced electronic 
signatures need to identify 
the person. 



S M A R T  C O N T R A C T S  I N  
I P



L I C E N S I N G



R E G I S T R I E S



M I C R O PAY M E N T S



E N F O R C E M E N T



P R O V E N A N C E



T H E  L L A M A  S O C K  P R O B L E M



P R O B L E M S  W I T H  S M A R T  
C O N T R A C T S



L O T S  O F  P R O B L E M S



M E M E F E S T



R E M E D I E S  
A N D  E R R O R S

• Immutability could be a 
problem. 

• Once written, the contract 
tends to stay that way forever.  

• Bugs can lead to huge losses. 
See the Parity Wallet, and 
Ethereum smart contract that 
locked out between $100 and 
$300 million USD due to a bug. 

• Other bugs have allowed 
fraudsters to take advantage.



L O R D  H O D G E

• “Smart contracts” are 
contracts which can be 
partially or fully executed or 
enforced without human 
intervention […] Courts will 
not be able to cancel the 
performance of the contract. 
But a remedy may lie in the 
law of unjust enrichment... 
to compel the parties to re-
transfer the property or 
money".



D E C E N T R A L I Z E D  A U T O N O M O U S  
O R G A N I Z AT I O N  ( D A O )  



D A O  “ T H E F T ”

• DAO operates a pool of millions of 
USD worth in Ether (ETH). 

• Only those participating in contract 
verification can withdraw funds 
according to terms of participation.  

• On June 17 2016, a bug in the 
code allowed malicious party to 
syphon funds from common pool 
(estimated 3.6m ETH, about $50 
million USD at the time).  

• Hard fork from developers “turned 
back time”.



R E M E D I E S

• Here’s where the few articles 
dealing with smart contracts talk 
about remedies.  

• No reason to forego existing 
principles of contract law. Error, 
contracting under mistake, 
frustration, unjustified 
enrichment, etc. 

• Assumption is that under normal 
circumstances, smart contracts 
should be treated as any other 
contract. 



AT TA C K  O F  T H E  
B L O C K C H A I N

• The problem is that 
blockchains have specific 
features that may make 
enforcement difficult. 

• Anonymity 

• Reliance on a network 

• 51% attack 

• Forking



S C E N A R I O S

• Error in code cannot be changed, funds 
are frozen, who is liable? Who can you 
sue? 

• Contract contains purposeful error by 
fraudster.   

• Coin used for payment that loses all 
value. 

• Developers fork code, making two 
copies of contract, perhaps diluting 
value.  

• Miners decide to attack a contract, 
changing history in the ledger. 

• “Garbage in, garbage out”.



D I S C U S S I O N



C R Y P T O C U R R E N C I E S



C R Y P T O C U R R E
N C I E S

• A cryptocurrency is a digital or 
virtual currency that uses 
cryptography for security.  

• A cryptocurrency is difficult to 
counterfeit because of this 
security feature.  

• A defining feature of a 
cryptocurrency is that it is not 
issued by any central authority, 
rendering it theoretically 
immune to government 
interference or manipulation.



B I T C O I N

• Satoshi Nakamoto (an alias) wrote a 
paper and sent it to cryptography 
mailing list in 2008.  

• The paper was a concept, it’s not 
sure who he or she is, and it’s not 
sure if they intended it to go 
anywhere.  

• A conglomerate of developers 
turned the paper into an open source 
client, and made it available in 2009.  

• First Bitcoins were mined that year, it 
didn’t take off until 2011.



B I T C O I N  
B A S I C S

• Method for exchanging 
value electronically.  

• Bitcoins are mined by a 
computer program which 
verifies all other transactions.  

• “value” arises from 
computational power.  

• Only 21 million Bitcoins will 
exist.



G E T T I N G  A  
B I T C O I N

• Mine it (no longer viable unless 
you have server farm). 

• Buy it from someone 

• You have to install an app on your 
phone or program on your 
computer. This is a wallet.  

• The wallet has a unique address, 
and the BTC owner transfers the 
value to your wallet.  

• You can now spend it (transfer it 
to other addresses). 



R E S O U R C E S

• All transactions require resources, this is 
what gives value to cryptocurrencies.  

• Some coins are built with transaction 
fees, so each transaction will cost x 
amount. 

• In Bitcoin, the more transactions there 
are, the more difficult it is for the next 
transaction to take place. With high 
volumes, this means slow network and 
higher transaction fees.  

• In Ethereum, each transaction costs 
“gas”, the more complex the 
transaction, more gas is needed to run it. 



P R I C E  
I N S TA B I L I T Y

• Price when I first read about Bitcoin: 
$7 USD 

• Price in June 2011 (first blog post): 
$14 USD 

• Price April 2015: (first class) $230 USD.  

•  Price November 2015 (first LLM 
class): $365. 

• Price November 2017: $7000 

• Price December 2017: $19,500 

• Price yesterday: around $5400





I N I T I A L  C O I N  
O F F E R I N G S  ( I C O )



W H AT  I S  A N  
I C O ?

• Crowdfunding using a 
cryptocurrency.  

• Can be pegged to existing 
cryptocurrency, or can use 
its own coin, created 
specifically for this 
purpose. 

• Designed to bypass 
regulation.



B U M P Y  
H I S T O R Y

• 2017 saw huge rise in 
ICOs. 

• Everything from porn sites 
to bananas have been the 
subject of an ICO.  

• IOTA, an IOT-based coin 
offering, boasts a Market 
Cap of over $5 billion USD.



L E G A L  I S S U E S

• Unregulated means 
unregulated.  

• Filled with scams and dodgy 
characters out to cash in on 
the hype.  

• Possible malpractice claims 
against attorneys involved in 
some ICOs. 

• Over 75 of all ICOs have 
folded. 



S E C  W A R N I N G

• “A number of concerns have 
been raised regarding the 
cryptocurrency and ICO markets, 
including that, as they are 
currently operating, there is 
substantially less investor 
protection than in our traditional 
securities markets, with 
correspondingly greater 
opportunities for fraud and 
manipulation. Investors should 
understand that to date no initial 
coin offerings have been 
registered with the SEC.”



C O N L C U D I N G


